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(57) ABSTRACT 

A method, apparatus and computer program product for pro 
viding network based ?ow control is presented. A linear com 
bination of packets to transmit from a transmit queue is deter 
mined. The linear combination of packets is transmitted 
across a network using a sliding window protocol. An 
acknowledgement (ACK) is generated, wherein a packet is 
acknowledged when a receiving node receives the linear com 
bination of packets and determines which packet of the linear 
combination of packets has been newly seen. 
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BACKGROUND 

Network coding has emerged as an important potential 
approach to the operation of communication networks, espe 
cially wireless networks. The major bene?t of network cod 
ing stems from its ability to mix data, across time and across 
?ows. This makes data transmission over lossy wireless net 
works robust and effective. 

Linear network coding was originally introduced for the 
case of error-free networks with speci?ed link capacities, and 
was extended to the case of erasure networks. The linear 
network coding solution does not require decoding at inter 
mediate nodes and can be applied in any network. Each node 
transmits a linear combination of all coded packets it has 
received so far. This solution ensures that with high probabil 
ity, the transmitted packet will have what is called the inno 
vation guarantee property, i.e., it will be innovative to every 
receiver that receives it successfully, except if the receiver 
already knows as much as the sender. An innovative packet is 
a linear combination of packets which is linearly independent 
of previously received linear combinations, and thus conveys 
new information. Thus, every successful reception will bring 
a unit of new information. This scheme is shown to achieve 
capacity for the case of a multicast session. 

The Transmission Control Protocol (TCP) was originally 
developed for wired networks. Since wired networks have 
very little packet loss on the links and the predominant source 
of loss is buffer over?ow due to congestion, TCP’s approach 
of inferring congestion from losses works well. In contrast, 
wireless networks are characterized by packet loss on the link 
and intermittent connectivity due to fading. 

SUMMARY 

Conventional mechanisms such as those explained above 
suffer from a variety of de?ciencies. In considering the poten 
tial bene?ts of the TCP-compatible network coding solution, 
the area of wireless links is of particular interest. It is well 
known that TCP is not well suited for lossy links, which are 
generally more prevalent in wireless systems. TCP performs 
poorly on lossy links primarily because it is designed to 
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2 
interpret each loss as a congestion signal. Adapting TCP for 
wireless scenarios is a very well-studied problem. The gen 
eral approach has been to mask losses from TCP using link 
layer retransmission. However, it has been noted that the 
interaction between link layer retransmission and TCP’s 
retransmission can be complicated and that performance may 
suffer due to independent retransmission protocols at differ 
ent layers. More importantly, the bene?ts of approaches such 
as multipath opportunistic routing which exploit the broad 
cast nature of the wireless medium, link layer retransmission 
may not be the best approach. TCP wrongly assumes the 
cause of link losses to be congestion, and reduces its trans 
mission rate unnecessarily, leading to low throughput. These 
problems of TCP in wireless networks are very well studied, 
and several solutions have been proposed. 
Embodiments of the invention signi?cantly overcome such 

de?ciencies and provide mechanisms and techniques that 
provide a new approach to congestion control on lossy links 
based on the idea of random linear network coding. Also 
introduced is a new acknowledgment mechanism that plays a 
key role in incorporating coding into the congestion control 
algorithm. From an implementation perspective, a new net 
work coding layer between the transport and network layers 
on both the source and receiver sides. Thus, requisite changes 
can be easily deployed in an existing system. 
A technique is described that incorporates network coding 

into TCP with only minor changes to the protocol stack, 
thereby allowing incremental deployment. In the present 
invention, the source transmits random linear combinations 
of packets currently in the congestion window. At the heart of 
the techniques is a new interpretation of ACKs wherein the 
sink acknowledges every degree of freedom (i.e., a linear 
combination that reveals one unit of new information) even if 
it does not reveal an original packet immediately. Such ACKs 
enable a TCP-compatible sliding-window approach to net 
work coding. By way of the current technique packet losses 
are essentially masked from the congestion control algo 
rithm. The algorithm therefore reacts to packet drops in a 
smooth manner, resulting in a novel and effective approach 
for congestion control over networks involving links such as 
wireless links. The technique also allows intermediate nodes 
to perform re-encoding of the data packets. Simulations show 
that the algorithm, with or without re-encoding inside the 
network, achieves much higher throughput compared to TCP 
over lossy wireless links. Also described is the soundness and 
fairness of the algorithm, as well as a queuing analysis for the 
case of intermediate node re-encoding. 

In a particular embodiment of a method in which a trans 
mitting node performs operations for providing network cod 
ing based ?ow control, the method begins by determining a 
linear combination of packets to transmit from a transmit 
queue. The method also includes transmitting the linear com 
bination of packets across a network using a sliding window 
protocol. The method further includes receiving an acknowl 
edgement (ACK), wherein a packet is acknowledged when a 
receiving node receives the linear combination of packets and 
determines which packet of the linear combination of packets 
has been newly seen. 

In a particular embodiment of a method in which a receiv 
ing node performs operations for providing network coding 
based ?ow control, the method begins by receiving a linear 
combination of packets across a network using a sliding win 
dow protocol. The method further includes determining 
whether a packet is newly seen. The concept of a newly seen 
packet is de?ned later. Additionally, the method includes 
transmitting an acknowledgement (ACK), wherein a packet is 
acknowledged when the receiving node receives the linear 
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combination of packets and determines which packet of the 
linear combination of packets has been newly seen. 

In a particular embodiment of a method in which an inter 
mediate node performs operations for providing network 
coding based ?ow control, the method begins by receiving a 
linear combination of packets. The method also includes 
determining a linear combination of packets to transmit from 
a transmit queue. The method further includes transmitting 
the linear combination of packets across a network using a 
sliding window protocol. 

Other embodiments include a computer readable medium 
having computer readable code thereon for providing a net 
work coding based ?ow control at a transmitting node. The 
computer readable medium includes instructions for deter 
mining a linear combination of packets to transmit from a 
transmit queue. The computer readable medium also includes 
instructions for transmitting the linear combination of pack 
ets across a network using a sliding window protocol. The 
computer readable medium further includes instructions for 
receiving an acknowledgement (ACK), wherein a packet is 
acknowledged when a receiving node receives the linear com 
bination of packets and determines which packet of the linear 
combination of packets has been newly seen. 

Still other embodiments include a computer readable 
medium having computer readable code thereon for provid 
ing a network coding based ?ow control at a receiving node. 
The computer readable medium includes instructions for 
receiving a linear combination of packets across a network 
using a sliding window protocol. The computer readable 
medium further includes instructions for determining 
whether a packet is newly seen. Additionally, the computer 
readable medium includes instructions for transmitting an 
acknowledgement (ACK), wherein a packet is acknowledged 
when the receiving node receives the linear combination of 
packets and determines which packet of the linear combina 
tion of packets has been newly seen. 

Yet another embodiment includes a computer readable 
medium having computer readable code thereon for provid 
ing a network coding based ?ow control at an intermediate 
node. The computer readable medium includes instructions 
for receiving a linear combination of packets. The computer 
readable medium also includes instructions for determining a 
linear combination of packets to transmit from a transmit 
queue. The computer readable medium further includes 
instructions for transmitting the linear combination of pack 
ets across a network using a sliding window protocol. 

Still other embodiments include a computerized device, 
con?gured to process all the method operations disclosed 
herein as embodiments of the invention. In such embodi 
ments, the computerized device includes a memory system, a 
processor, communications interface in an interconnection 
mechanism connecting these components. The memory sys 
tem is encoded with a process that provides network coding 
based ?ow control as explained herein that when performed 
(e. g. when executing) on the processor, operates as explained 
herein within the computerized device to perform all of the 
method embodiments and operations explained herein as 
embodiments of the invention. Thus any computerized device 
that performs or is programmed to perform up processing 
explained herein is an embodiment of the invention. 

Other arrangements of embodiments of the invention that 
are disclosed herein include software programs to perform 
the method embodiment steps and operations summarized 
above and disclosed in detail below. More particularly, a 
computer program product is one embodiment that has a 
computer-readable medium including computer program 
logic encoded thereon that when performed in a computer 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
ized device provides associated operations providing network 
coding based ?ow control as explained herein. The computer 
program logic, when executed on at least one processor with 
a computing system, causes the processor to perform the 
operations (e.g., the methods) indicated herein as embodi 
ments of the invention. Such arrangements of the invention 
are typically provided as software, code and/or other data 
structures arranged or encoded on a computer readable 

medium such as an optical medium (e.g., CD-ROM), ?oppy 
or hard disk or other a medium such as ?rmware or microcode 

in one or more ROM or RAM or PROM chips or as an 

Application Speci?c Integrated Circuit (ASIC) or as down 
loadable software images in one or more modules, shared 
libraries, etc. The software or ?rmware or other such con?gu 
rations can be installed onto a computerized device to cause 

one or more processors in the computerized device to perform 
the techniques explained herein as embodiments of the inven 
tion. Software processes that operate in a collection of com 
puterized devices, such as in a group of data communications 
devices or other entities can also provide the system of the 
invention. The system of the invention can be distributed 
between many software processes on several data communi 
cations devices, or all processes could run on a small set of 
dedicated computers, or on one computer alone. 

It is to be understood that the embodiments of the invention 
can be embodied strictly as a software program, as software 
and hardware, or as hardware and/or circuitry alone, such as 
within a data communications device. 

Note that each of the different features, techniques, con 
?gurations, etc. discussed in this disclosure can be executed 
independently or in combination. Accordingly, the present 
invention can be embodied and viewed in many different 
ways. Also, note that this summary section herein does not 
specify every embodiment and/or incrementally novel aspect 
of the present disclosure or claimed invention. Instead, this 
summary only provides a preliminary discussion of different 
embodiments and corresponding points of novelty over con 
ventional techniques. For additional details, elements, and/or 
possible perspectives (permutations) of the invention, the 
reader is directed to the Detailed Description section and 
corresponding ?gures of the present disclosure as further 
discussed below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing will be apparent from the following more 
particular description of preferred embodiments of the inven 
tion, as illustrated in the accompanying drawings in which 
like reference characters refer to the same parts throughout 
the different views. The drawings are not necessarily to scale, 
emphasis instead being placed upon illustrating the principles 
of the invention. 

FIG. 1 comprises a diagram showing seen packets and 
witnesses in terms of a basis matrix; 

FIG. 2 depicts an example of coding and ACKs; 
FIG. 3 depicts a protocol stack showing a new network 

coding layer; 
FIG. 4 comprises a diagram of a simulation topology; 
FIG. 5 comprises a diagram showing fairness and compat 

ibility for one TCP/N C ?ow and one TCP ?ow; 
FIG. 6 comprises a diagram showing throughput versus 

redundancy for TCP/NC ?ows; 
FIG. 7 comprises a diagram showing throughput versus 

loss rate for TCP and TCP/N C ?ows; 
FIG. 8 comprises a diagram showing throughput with and 

without intermediate node re-coding; 






























